ITS Technical Bulletin

TB-0373
AUTHENTICATED ACCESS
TO CONTROLLED WEB SITES

Issue Date: January 17, 2006

Effective Date: January 17, 2006

Section/Group: Enterprise Information Security Office
Submitted by: Jerri Howard

Approved by: Michael Allred

This Bulletin revises and updates ITS TB-373.

Web filtering on the State of Utah’s network is currently accomplished using the
BlueCoat proxy server and SmartFilter categories. Beginning January 17, 2006, to gain
access to a Web site in one of the filtered categories, the Web Filtering Team has
implemented access to authorized individuals through the UMD authentication login
screen.

The BlueCoat blocked page will provide a login button to allow the authentication of the
authorized customer. Authorized users will no longer need to provide a static IP
address.

Customers that need access to a filtered category should have their manager send an
e-mail request to webfiltering@utah.gov. Requests must include the category and a
business reason.

Currently Filtered Categories

Anonymizers Hacking Spyware
Criminal Skills Hate Speech Tasteless/Gross
Drugs Malicious Sites Tobacco
Extreme Phishing Violence
Gambling Pornography

Currently Being Considered for Filtering

Alcohol
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